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DRIVING SECURE DIGITAL TRANSFORMATION




About Us

Viewdeck is an experienced solution and professional services provider, supporting complex ICT
change and transformation across the Public and Private sector for over 20 years. Our team
comprises of security cleared independent practitioners and associates with real experience from
both the UK and overseas. We regularly work in secure sectors supporting UK critical national
infrastructure, providing point skills and resources as well as teams supporting some of the largest

ICT programmes.

The success of our Security Operation projects has enabled us to develop more services that can

suit the needs of all organisations.

What is Cyber Security Health Check and how can it benefit me?

VCL’s Cyber Security Health Check allows you, as a business, to understand your cyber risk
exposure. This will assist in identifying risks, as well as understanding how to perform any remedial

work to reduce the risk and secure your environment.
We perform a remote deliverable service that focuses on four key areas surrounding cyber risk.

The four phases will combine the following:

1. Technical Cyber Security control audit and assessment
2. Governance and Information Security management audit and assessment
3. Vulnerability Assessments (including internal and external)

4. Staff Survey



What is included in the four phases?

The scope of our work will include understanding how well your cyber security is governed at the
board level. We will examine and report on the following areas and if any gaps are identified, we will

provide feedback in order to mitigate them.

The four phases include the following areas:

Phase 1: Technical Cyber Security control audit and assessment
Network Security (including perimeter)
Secure configuration
Access control and privileged access
Anti-Virus/Endpoint Management Console

Security monitoring

Phase 2: Governance and Information Security management audit and assessment
Asset Register (CMDB)
Critical Asset Register
Risk Register
Roles and responsibilities
Security/Control Policies
Information Security Management System (ISMS)
Incident Response Process
Business Continuity Plan
Staff Awareness and Training
Physical Security measures
Legal, regulatory and contractual requirements

Cyber risk governance



Phase 3: External Vulnerability Assessment
External Vulnerability Assessment/IT Health Check

Website(s) (if owned and hosted by the business)

Phase 4: Staff Survey
Awareness of policies and procedures
Social media use
Phishing awareness
Bring Your Own Device (BYOD)
Password management
Malware
Handling personal information

Incident response

How will | receive my feedback?

Purchasing a Cyber Security Health Check through Viewdeck will allow you to understand your
cyber risk exposure. This will assist in identifying risks, as well as understanding how to perform any

remedial work to reduce the risks and secure your environment.

Feedback is compiled into a structured report that will align with the findings of the health check.
The report will be split into the 4 phases. Feedback will then be given in relation to each
subcategory. This will include charts and visual aids to understand your security posture and identify

any weaknesses.

Not only will we highlight potential weaknesses, but we will also identify the areas which are not in
need of improvement or significant improvement. It is important to understand your current

strengths as well as how to improve weaknesses.



Who have we worked with in the past?
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Throughout our 20+ years of being in service, we have been able to develop relationships with

some of the most exclusive and technically demanding organisations in the United Kingdom.

We have been able to do this because of our security clearance, ISO 27001 certification and Cyber
Essentials Plus. We demonstrate persistence to supplying a secure confidential service to all our

customers.
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Viewdeck Consulting Limited

3RD FLOOR, 207 REGENT STREET
LONDON, W1B 3HH

W: www.viewdeck.com
E:info@viewdeck.com

1:444(0) 203 384 3350

F: +44(0) 207 990 9455




